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Akshat Khetan, Cyber Legal Expert and Founder of AU Corporate Advisory and Legal Services,
emphasizes the need for a digitally empowered society and robust cybersecurity
frameworks to tackle the rising threats of frauds and scams in the digital era.
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Fraudsters on the prowl

B Two kinds c-fcyl:per frauds
that surged in 2024 — invest-
ment frauds and task job frauds

M n 2022 and 2023, invest-  ments fraud, etc. mFIRs mDetected W Arrests
ment frauds or share trading — Frauds involving huge
frauds worth Rs 3.87 crore and  amounts are through digital ar- 4723 4,169 4,466

Rs 7.76 crore respectively were
reported at 5 cyber police sta-
tions. This year till June month
Rs 191 crore worth investment
frauds were reported, reveals RTI
data.

B Groups from other states
target those who have newly
started stock market investingor
trading. Data of such vulnerable
individuals are collected by float-

through KYC update, task job
frauds, power bill non-payment,
ATM card suspension, UPI pay-

rests, investment/share trading
frauds, etc. by professional
gangs operating from Cambodia,
Indonesia, Myanmar, Dubai and
Ajman, along with a few Indian
groups. Call centres by interna-
tional groups, controlled and op-
erated by suspected Chinese na-
tionals, force Indians, Pakistani,
Bangladeshi individuals into car-
rying out cyber frauds in India,

CYBER CRIME CASES IN MUMBAI
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COMPLAINTS RECEIVED ON 1930 CYBER
CRIME HELPLINE (DATA FOR 2023 & 2024)

Year |Registered Calls | Fraud Amount | PutonHold
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M 15-20% victims of share  fraudsters use internet based (“Till November)
trading frauds reported tocyber  calls and Virtual Private Network
police stations are chartered ac-  (VPN) to target people, making " " "
countants, leading bank man- it difficult to trace them. Since BEAWARE; ALERT :E;L‘:;EE? ;E:::m Xk,
agers, doctors, professors, serv-  mule bank accounts are used in o icti ;
ing and retired IAS, IPS and IRS  the fraud, the money trail ends ggeb:;fe:g‘;ﬂﬁ:ﬂgm TS people at'f a‘:.““d -
officers, lawyers, etc. after a point. world. It's almostimpossi- 4pproach potice:
H Job frauds or task frauds WTododge law enforcement ble nowto catch the crimi- DATTANALAWDE
worthRs 1.23 croreand Rs40.77  agencies and vigilance of bank- nalssince they operate DCPCYBER -
crore were reported at 5 cyber  ing channels, fraud gangs use without borders. There are
policestations in2022and 2023,  hawala operators to transfer nointernational protocols People should stay
respectively. In 2024, till jJune  money in US dollars in an in place between countries  composed as scammers rely
month jobfraudsworthRs36.89  eWallet. They convert money forcooperationandcoord-  onanxietyand desperation.
crore were reported into USD to send it abroad by ination yet. The government  Around 6,000 complaints
B Most of the job frauds re-  paying the taxes. Once the isissuing publicawareness  arereported daily on the
ported were task job frauds, by  money crosses borders, it is advertisements. But the National Cyber Crime
defrauding people through gone. o numberof crimes and the Reporting portal withan
“work from home” advertise- B A cyber police inspector lossare growingdaybyday.  average Rs60 crore loss

ments

said that the responsibility also

Theonly way is to educate

reported daily. Also, 1930

W Digital arrest cyber fraud  lies on the securities company people. Think, pause and helpline received 60,000
cases are surging in metroand  whose names are misused on actis the only way tostop calls daily, 3,700 fraud
tier two cities, prompting Prime  digital space for duping people. the crimes. accounts reported perday
Minister NarendraModitowarn ~ These companies should iden- and 35 per cent of reported
citizens against it tify gangs impersonating their D SIVANANDHAN, amounts more than Rs 50

B Fraudsters operate from  platforms and report them. FORMER MAHARASHTRA DGP lakh. As India moves towa-
Rajasthan toCambodia, Haryana — After Covid-induced lock- rds a digitallyempowered
to Indenesia, police say down, investments in stock mar- Citizensmustremainalert  gqciety, the risks posed

B A cyber police officer said ~ ket, SIP-mutual funds and insur- and vigilant. They should must not be ignored.
thatcybercrime casesinvolving  ance, along with work from not fear fraudsters
below Rs 15-20 lakh committed  home culture gained popularity. impersonating law AKSHAT KHETAN,
by gangs spread in Rajasthan  Fraudsters saw big opportunity enforcement officers, as CYBER LEGAL EXPERT AND
(Bharatpur), Nuh/Mewat are taking advantage of two there is no concept of FOUNDER OF AU CORPORATE

(Haryana), Jharkhand, West
Bengal, etc., are generally

“weaknesses” of human behav-
ior —greed and fear — police say.

digital arrest or detention
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